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About this Guide

Prerequisite Skills and Knowledge

To use this document effectively, you should have a working knowledge of basic networking concepts
and wireless Internet access infrastructures.

Conventions Used in this Document

The following typographic conventions and symbols are used throughout this document:

0 Additional information that may be helpful but which is not required.

o Important information that should be observed.

bold Menu commands, buttons, input fields, links, and configuration keys are displayed in bold
italic References to sections inside the document are displayed in italic.

<code> File names, directory names, form names, system-generated output, and user typed
entries are displayed in constant-width type
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Introduction

WNMS SWEAP stands for SNMP-to-WNMS External Agent/Proxy and is a solution that enables
monitoring of third-party network equipment in WNMS server. SWEAP periodically polls network
devices using the SNMP protocol thus converting the information retrieved to a heartbeat XML format
to be reported to the WNMS server.
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Figure 1 — SWEAP Working Scheme

System Requirements

In order to install SWEAP instance, the system must match following requirements:

= QOperating system:
= Ubuntu 9.10 - 11.10
= Debian 6.0 ("squeeze")
=  Windows (Windows XP, Windows Server 2003, Windows VISTA, Windows Server 2008 and
Windows 7)
=  Minimum hardware requirement
= 1 GHz x86 processor
= Atleast 64 MB of free RAM
= Network/Internet access
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SWEAP Installation

SWEAP Installation on Windows OS

This section provides instructions on how to install and uninstall SWEAP instance on Windows OS
(Windows XP, Windows Server 2003, Windows VISTA, Windows Server 2008 and Windows 7).

SWEAP requires Visual C++ 2010 SP1 x86 Runtime (included into the SWEAP installation
package) to be installed first.

Follow these steps to download and install SWEAP instance on Windows OS.

Step 1. Run the executable installer and follow the instructions provided by the installation
wizard.
%] SWEAP Setup = ® |

% Welcome to the SWEAP Setup Wizard

SUEAP

The Setup Wizard wil install SWEAP on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

Back [ MNext ] [ Cancel ]
Step 2. The License Agreement window will appear. Please read carefully and select | Accept
to continue.
5] SWEAP Setup [= bl
End-User License Agreement
Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR SWEAP

»

PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS
PROGRAM INSTALL.

LigoWave's End-User License Agreement ("EULA") is a legal agreement
between you (either an individual or a single entity) and Ligo\VWave for the
SWEAP software product which may include associated software
components, media, printed materials, and "online” or electronic
documentation ("SOFTWARE PRODUCT"). By installing, copying, or -

Print ] [ Back ][ MNext ] [ Cancel
S — ]
Step 3. Choose install location where to install the SWEAP. The default location C: \SWEAP, or

click Change... to specify different path.



SWEAP Quick Start Guide SWEAP Installation

15 SWEAP Setup

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install SWEAP to:

IC:‘!,SWEAP\

Back [ MNext | [ Cancel

Step 4. Specify the exact URL of the WNMS server and enter the name of the SWEAP instance:

5] SWEAP Configuratio

SWEAP Configuration
Enter essential configuration settings here and dick Mext to continue.

Please take a moment to enter some essential configuration settings for this installation
of SWEAP: a URL of a WNMS server to report to, and a name that will help you identify
this instance of SWEAP on the server.

Mote that you can modify these settings later by making changes to the configuration
file. Please consult the accompanying documentation for detailed information.

WNMS server URL:

WNMS. YOUrcompany . com)

Mame of this SWEAP instance:
[swEAP

Back [ Mext | [ cancel




SWEAP Quick Start Guide SWEAP Installation

Step 5. Click Next to proceed the installation process of the SWEAP:

1) SWEAP Setup [

Ready to install SWEAP .>.

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Step 6. Click Install to proceed SWEAP installation:

5 SWEAP Setup

| Installing SWEAP %

Please wait while the Setup Wizard installs SWEAP.

Status: Starting services

Back || nNext | | Caneal |
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Step 7. Click Finish to complete the SWEAP installation and exit the setup wizard. SWEAP
instant will appear on WNMS server shortly.

Completed the SWEAP Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back |[ Finish ] | Cancel

Step 8. Login in to the WNMS server web management interface. Default login credentials are:
admin/adminO1.

Step 9. Navigate the SWEAP tab under the main menu where the new installed SWEAP
instance will appear. The SWEAP is now ready for configuration.

b'MV} 15’. WIRELESS NETWORK MANAGEMENT SYSTEM ome T Alerts

SWEAP | Property mapping profiles

SWEAP

Remove selected | | Refresh | [V] Auto rafrash

|vac |12 adoress |fmyere | Mznaged devices |smziy [ES

O ®@swese AC:81:12:57:8F:5F 192.168.100.234 SWEAP v1.0.0.40328 o up Unregisterad
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Uninstallation

Follow the steps to remove SWEAP on Windows OS:

Step 1.
Features:

SWEAP Installation

To remove SWEAP from the system, select Start — Control Panel — Programs and

Control Panel Home

View installed updates

off

) Turn Windows features on or

Uninstall or change a program
To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall ~ Repair @
MName - Publisher Installed On  Size Version o
@& Sony Ericsson Update Engine Sony Ericsson Communications...  2012-07-11 212823
b Sony PC Companion 2.10.079 Seny 2012-07-11 192MB 210079
‘$ SWEAP Ligowave LLC 2012-07-18 418 MB 1.0.0.40328
eSynaptics Gesture Suite featuring SYMAPTICS | Scrybe  Synaptics Inc. 2012-05-28 140MB 16517120
[@) 5ynaptics Painting Device Driver Synaptics Incorporated 2012-05-28 464 MEB  15.0.240
43" TortoiseSVN 1.7.7.22907 (64 bit) TortoiseSVN 2012-05-31 551MB 1722907
% uTorrentControl2 Toolbar uTorrentControl2 2012-05-31 6.89.0
o Validity Fingerprint Driver Validity Sensors, Inc. 2012-05-24 148MB 40150
é VLC media player 2.0.1 VideoLAN 2012-05-28 201
[""1Windows 7 Default Setting Hewlett-Packard Company 2012-05-24 320KB 1017
E Windows Driver Package - Broadcom Blustooth (07/... Broadcom 2012-05-24 07/30/20096.2.0.
“*E Windows Driver Package - Broadcom Bluetooth (12/.. Broadcom 2012-05-24 12/16/20096.2.0.
E Windows Driver Package - Broadcom HIDClass (07/2.. Broadcom 2012-05-24 07/28/20096.2.0.)
@Wml’(apd.ll CACE Technologies 2012-05-29 4.1.0.2001 =
CDWinZip 145 WinZip Computing, 5.L. 2012-05-24 194MB 1458095
inrEshark 1.6.8 (64-bit) The Wireshark developer comm...  2012-05-29 811MB 168

<

1

Ligowave LLC Product version: 1.0.0.40328
Size: 418 MB

.

Comments: @ 2011-2012 Ligowave LLC

Step 2.

Click Uninstall button and Confirm SWEAP uninstallation:

(=[E] = ]
e
@Uv » Control Panel » All Control Panelltems » Programs and Features - ‘ +3 ‘ ‘ Search Programs and Features P ‘
Centrel Panel Home -
Uninstall or change a program
Wiew installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.
B Turm Windows features on or
Ett QOrganize *  Uninstall  Repair = - @
Installed On  Size Version o
ions. 2012-07-11 212823
2012-07-11 192MB  210.079
2012-07-19 418 MB  10.040328
2012-05-28 140MB 16517120
2012-05-28 464 ME  150.24.0
2012-05-31 551 MB  1.7.22907
2012-05-31 6.8.9.0
D alid 2012-05-24 148MB 40150
é VLC media player 20.1 VideoLAN 2012-05-28 201
[F1Windows 7 Default Setting Hewlett-Packard Company 2012-05-24 320KB 1017
€ Windows Driver Package - Broadcom Bluetooth (07/... Broadcom 2012-05-24 07/30/20096.2.0.
& Windows Driver Package - Broadcom Bluetooth (12/... Broadcom 2012-05-24 12/16/20096.2.0!__|
% Windows Driver Package - Broadcom HIDClass (07/2.. Broadcom 2012-05-24 07/28/20096.2.0.
@Wml’cap&ll CACE Technologies 2012-05-29 41.0.2001 =
CDwinZip14.5 WinZip Computing, S.L. 2012-05-24 194 ME 1459095
iWirE;harkl‘ﬁ‘S (64-bit) The Wireshark developer comm...  2012-05-29 811MB 1563

<

.

Ligowave LLC Product version: 1.0.0.40328
Size: 4.18 MB

..

Comments: @ 2011-2012 Ligowave LLC

Step 3.

The SWEAP instance has been successfully uninstalled.



SWEAP Installation on Linux OS

SWEAP installation package is on the same repository as WNMS server: deb
http://wnms.ligowave.com/ stable main

Follow the steps to install SWEAP instance on Linux OS:
Step 1. Update local server package database. Type command:

$ sudo apt-get update

Step 2. Install SWEAP application. Type command:

$ sudo apt-get install sweap

Step 3. Specify the exact URL of the WNMS server for the SWEAP:

aadaadaddaaaddaasadaaaadaadaaaaaaaas




Step 4. Enter the name of the SWEAP instance:

configuration

Name of this SWEAP instance
SWERP
<Ok>

doddddddddddddddddddaddaaaaadaaadaadaads

Step 5. The SWEAP instance has been successfully installed and will appear on WNMS server
shortly:

Step 6. Login in to the WNMS server web management interface. Default login credentials are:
admin/adminO1.




Step 7. Navigate the SWEAP tab under the main menu where the new installed SWEAP
instance will appear. The SWEAP is now ready for configuration.

M/ /s lag A S e ————— T —E————

Remove selected Refresh | [¥/] Auto refresh

| SWEAP name MAC. 1P address Ficmuare Managed. devices Availability Status

] @swese AC:81:12:57:8F:5F 152.168.100.234 SWEAP v1.0.0.40328 o up Unregisterad

Uninstallation

Follow the steps to remove SWEAP instance from the system:

Step 1. To remove SWEAP, type command:

$ sudo apt-get purge sweap

Step 2. The SWEAP instance has been successfully uninstalled.



SWEAP Quick Start Guide SWEAP Management

SWEAP Management

Access the WNMS Server

o Default login settings are:
= Username: admin
=  Password: adminO1l

Open a Web browser, type the server’s IP address where the WNMS is installed (e.q.
http://192.168.2.131) and the login page will be displayed:

.>

V//AlA)

Username admin

Password EEEREEE

Login

Figure 2 — WNMS Server Login Page

Enter the user’s login details as requested and log on the WNMS server.

Register SWEAP Instance

By default successfully installed SWEAP instance gets “Unregistered” state on WNMS server. Follow
the steps to register SWEAP on WNMS:

Stepl. Navigate to the SWEAP menu to view list of connected SWEAPs to the WNMS server.

SWEAP | Property mapping profiles

SWEAP

Remove selected Refrech | [] Auto refresh
e L=

MAC 1P address Firmuare Managed devices. Availability Status

E0:CBi4E:0F:C7:07 192.168.101.151 SWEAP v1.0.0.40133 2 up Registerad
[] @ swesp-test 00:16:D4:E6:3D:28 192.168.101.15 SWEAP v1.0.0.40328 [} Dovm Unregistered
[ @swese AC:B1:12:57:8F:5F 152.166.100.234 SWEAP v1.0.0.40328 o up Unregistered

0 The color of the icon next to the SWEAP name indicates alert state:

= Green icon @ means that devices in SWEAP has no alert or has informational level
alerts (active/inactive/closed).

= Yellow icon & means that devices in SWEAP has active warning level alerts or had in
the past critical/warning alerts but now they are closed (not cleared) or had inactive
critical/warning alerts (not cleared)

* Redicon @ means that devices in SWEAP has active critical level alerts (not including
inactive alerts)
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Step 2. Click on a SWEAP name to load Details window where certain information about
SWEAP instance is displayed. Click Register button for registration. Optionally the
coordinates and heartbeat interval may be specified:

Details for SWEAP

SWEAP information

Status This SWEAP is not registered.
SWEAP name SWEAP

MAC AC:81:12:57:8F:5F

IF address 192.168.100.234

Coordinates Latitude Longitude

Firmware SWEAP v1.0.0.40228

Heartbeat interval e 5

Last heartbeat 2012-07-19 15:33:13

There are 3 functional buttons that controls device settings:

= Register — click to register the SWEAP. This button is active only if state is
“Unregistered”.

» Save — saves changes that were made on this page.

= Delete — deletes particular SWEAP from the WNMS server. If deleted SWEAP
continues to send heartbeats to WNMS server, it will appear on WNMS server under
“Unregistered” state as soon as the first heartbeat will be get.

Step 3. The registration of the SWEAP has been finished successfully:

SWEAP | Property mapping profiles

SWEAP

Remove selected Refresh | [V Auto refresh
e == ™M

SWEAP name [ac |1p address Firmuare | Mznzgsc devices |Avsilability Status
2 Up =

L @sw £0:CBI4E:0F:CT:D7 192.168.101.151 SWEAR v1.0.0.40133

L] @ swesp-test 00:16:D4:E6:30:28 192.168.101.15 SWEAP v1.0,0.40328 o Dovn Unragistered

O @swer ACieli12:57:0F15F 192.168.100.224 SWEAP v1.0.0.40328 0 us Registerad

Add Devices to SWEAP

After the SWEAP was successfully registered on the WNMS server, the required third-party devices
can be added to the SWEAP for monitoring purposes. Follow the steps to add managed devices on
the SWEAP:

Step 1. Create a Property mapping profile for the required third-party device. This profile will
gather the main statistical information about third-party device (based on SNMP OIDs
or specified by fixed value).
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Click Add new button and fill all mandatory fields with specific statistical information
on SWEAP | Property mapping profiles page:

Y/ ar A N

Log Out
SWEF® | Property mapping profiles

Property mapping profiles

MS1000 based FSO Head

LigoPTP 6205

third-party units

Property mapping profile details

R [ e—
[iame [1apping type [value
wac e EE T R
Friendly name SNMP OID +1.3.6.1.2.1.1.5.0
WM properties || Lomaton Focad value ocation
suee o1 Eei41i73E 21160
S oo, R4 1758 20140

o The WNMS server has predefined several profiles for some third-party devices,

accordingly the special profile must be created for each different type of the third-party
devices.

Step 2. To add devices to a SWEAP, select it and the table of Managed devices will appear

below. Specify the IP address of the device, select the SNMP version, SNMP

community, choose the correct Property mapping profile for the monitored device
and click the Save button.

o/ /0 ay A T

Log Out
ome P Alerts
SWEAP | Property mapping profiles

Taske " Netvorks | Ststisties | System

SWEAP

Remove selected

Refresh | W] Auto refresh
|

|ie |

Firmuare [tenages devices |vatasiity |
L ®@sw E0:CB:4E:0F:C7:D7 192.168.101.151 SWEAP v1.0.0.40133 2 Up Registared
[ @swesrtest 00:16:D4:E6:30:28 192.168.101.15 SWEAP v1.0.0.40328 [ Dovm Unragistered
O @swee AC:B1:1215718F15F 192.168.100.234 SWEAP v1.0.0.40328 o up Registared

Y |

192.168.101.250 SHMP v1

public MS1000 based FSO Head

[ select=ll | Addnew | | Removeselected (| save |
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Step 3. It will take a few minutes for the device to appear on the Inventory table with
Unregistered state.

. WM
Devices

Advanced search

Network filter R
mac Status || Registered [¥] Unregistered 1P, M Sanch
¥ [ Select ol o =g = s

[ (e netwerk) Serial number Availsbility W] up ] povn

1/ Point-to-Point Name Davice type | (All) -

[ Multi-Point —

1P addrass
[ Hotspot
Firmvara

(o Third's party

[ vilnius-van (L] Match exact phrases | search || Clear | @
|_Remove selected | | ExportresultstoCSV | Refresh  [¥] Auto refresh Page 1 of 1 Items perpage | 25 v |

- | | e | | |

[ Test-vin03-1 Point-to-Point 00:19:38:81:58:CE 84.32.254.100 01011023000000DA LIGO-PTP.FWED-0100.v6.78.rt28280.L1GO.PTP.en_US.2 Down Registered
B Test-vinoz-2 Point-ta-Paint 00:19:38:81:58:C0 84.32.254.101 01011029000000D9 LIGG-PTP.FWBD-0100.v6.78.rt2880.L1GO.PTP.2n_US.3 Dawn Registered
[ test-vin032-1 Point-to-Point 00:0C:43:28:80:22 10.0.95.11 0404111700000248 LIGO-PTP.FWED-1400.v6.30.rt3883.ligowave.PTP.en_U Up Registered
B test-vingz2-2 Point-ta-Paint 00:0C:43:28:80:19 10.0.95.10 0404111700000248 LIGG-PTP.FWBD- 1400.v6.90.rt3883. igowave.PTP.en_U_Up Registered
[ Office switchl Third's party 00:12:CF:5D:47:80 132.168.101.254 My-serial-01 1.5.0.33 Up Registsred
B test-vino1-2 00:19:38:FF128:70 10.0.93.11 0202113800000943 WILL-S. FAWBD-0200.v5.90- DEVEL.rt3050.deliberant. AP-1_Dawn Registered
[ test-vin01-1 00:19:38:FF:64:76 10.0.93.10 0202120700000245 WILI-5. X - DEVEL.rt: delib AP~ Up Registsred
B remote-console 00:0G:43:28:80:G7 10.0.93.50 0505060505060505 LIGG-PTP.FWBD-1100.v6.75.rt3883.L1G0.PTP.2n_US.3 Up Registered
Ll ®@sigapico= TP 00:50:C2119:39:82 192.168.101.250 534176 3.2.1224 up Unragistered

Step 4. The third’s party device is now ready for management and monitoring. Refer to the
respective document “WNMS Quick Start Guide” for detailed information how to register
and monitor devices individually.

Delete SWEAP

Navigate to the SWEAP page, select required SWEAP instance and click the Remove Selected
button:

. LIWMIS -
WIRELESS NETWORK MANAGEMENT SYSTEM ome T Alers ventory ! SWEA Tatvorks Statetcs Syste

SWEAP | Property mapping profiles

SWEAP

liac licdices e PEEEESES laciski EE0)
O @sw £0:CBI4EIOFICT 107 192.168.101.151 SWEAP v1.0.0,40133 2 up Registerad
[ @sweas-test 00:16:D4:E6:3D:28 192.168.101.15 SWEAP +1.0.0.40328 o Down Unregisterad
] @swee AC:81:12:57:8F:5F 192.168.100.234 SWEAP v1.0.0.40328 o Up Registered

Deleted SWEAP instance appears on WNMS server with “Unregistered” state if it
continues to send heartbeats to the server.
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